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Implementation
Kuma will provide you with an Action Plan, with 

Milestones and Timelines for Implementation

Governance

Workflow Structure

Training Plan

Communication

Framework Development

Data Breach Preparedness

Compliance

Privacy Risk Assessments

Kuma leverages extensive experience across the security, privacy and authentication landscape to 
provide you with the strategic and tactical guidance to navigate the Healthcare and HIE landscapes. 

Kuma can help your organization negotiate the intricacies of health care system 
and exchange network security and privacy risks

strategic oversight

tactical activities

healthcare & health information 
exchange

risk management
program

 

CISO/CPO Oversight 
and Guidance

workforce leadership

Certification and
accreditation schema

Governance

Risk Management 
Framework

-  Strategic leadership for 
   organizational development
-  Direction of the information 
   security and privacy programs 

-  Vision and mission 
-  Policies and practices
-  Key Performance Indicators

-  Liaise with key stakeholders and 
   workforce personnel

business strategy

- Develop overarching business 
   improvement and market strategies

-  NIST Cybersecurity Framework, 
   HIPAA, ISO, HITRUST, EHNAC & more

-  Identify and develop RMF 
   for organizational alignment 

- Assess systems and 
  business design
- Conduct security 
  and privacy risk 
  assessments
- Develop risk management 
  implementation plans 

security
plan

- Develop an 
  overarching system 
  security plan to be 
  used across all 
  stakeholders

audit
plan

- Develop internal 
  Audit Plan including 
  the recommended 
  frequency of the audit 
  activities  

incident response
plan

- Develop Incident 
  Response plan in 
  alignment with regulatory
  requirements and 
  industry standards


